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A Theory of Intellectual Privacy

TO THIS point, we've looked at the traditional way lawyers and
lars have thought about the relationship between privacy and speech.
ider this view, tort privacy and free specch are values in conflict, and
have to choose berween them in a kind of zero-sum game. I've tried to
w that while the traditional way has been dominant in people’s minds,
as been a failure as a practical matter and represents something of a
ad end for our law.
In this part of the book, I want to show that there is a different way of
nking about privacy and speech. Instead of being conflicting values,
vacy and speech can instead be mutually supportive. In fact, I want to
¢ that a certain kind of privacy is essential if we care about freedom
(pression. This kind of privacy is different from tort privacy. Let’s call
ellectual privacy.”
! »é what is intellectual privacy? Essentially, it’s is a zone of protection
guards our ability ro make up our minds freely. More formally, inrel-
1ial privacy is che protection from surveillance or unwanted interfer-
v others when we are engaged in the processes of generating ideas
forming beliefs—when we’re thinking, reading, and speaking with
dants before our ideas are ready for public consumption. Intellectual
cy is an old idea and shares its roots with some of our most ancient
itions of civil liberties. Curiously, like tort privacy, the germ of a
cory of intellectual privacy can be traced in the writings of Louis
ndeis. In a series of constirutional law opinions in the 1920s, Brandeis
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olation that makes it possible for people to reach different conclusions
nd thereby develop different ways of life, the ways of life that liberal soci-
ies draw upon for the diversivy that makes freedom valuable there.”?

In practice, of course, few ideas are just thought up by arboreal prodi-
ies (or office-bound academics) working in isolation. Most human inven-
s are the product of building on the ideas of other people. This is as
of ideas like racial equaliry or freedom of speech as it is of innova-
ns like the Interner or the iPad. The stuff of our culture—our ideas,
 beliefs, our inventions—is invariably the product of a series of small
rovements on the ideas of others. Essential to this process is the exis-
e of a large body of work from other people against and upon which
an construct our own ideas. Legal scholar Jessica Litman expresses
is point eloquently:

with the gsglamtioz of iipab he state, mdﬂgd and
contacts could notr moniror our thoughts, our reading habirs,
aﬂci our g}zi’vaze conversations, at s‘.east not in an efficient, comprehensive,
: 35 not i‘xeﬁded to i:adiie such a pm?o erm. Bm‘

ays-on smﬁhcccuai
51 v i“O&HJDia iron mi 7 as a resu zi- of the vast intel-

lectual opporrunitie ;f’ﬁiCJ by the Internect. »
Part Il of this 5}00,?3: s about chis idea of intellectual privacy—whar it s, :
omposers recombine sounds they have heard before; playwrights
ase their characters on bits and pieces drawn from real human beings
nd other playwrights’ characters; novelists draw their plots from lives

nd other plots within their experience; software writers use che logic

where it comes from, and how it is increasingly under siege in our digital
world. This chapter lays out the basic theory of intellecrual privacy in our
law and identi ﬁgs three of its elﬁ:mcms——the freedom of thought, the right
to read, and the right to communicate in confidence. The three chaprers her | K
ey find in other software; lawyers transform old arguments ro fic
ew facts; cinematographers, actors, choreographers, architects, and
culprors all engage in the process of adapting, transforming, and
combining what is already “out there” in some other form. This is
ot parasitism: it is the essence of authorship.?

L . i [ H o~
that follow give greater content and context to each of the elements and-

: T
develop the theory in greater derail.

Why Intelleceual Privacy Matters

Where do new ideas come from? Think for 2 moment about how new
ideas were generared in a pre-Internert era. Some new ideas are just though lew ideas—political, scientific, artistic, or otherwise—thus depend
ccess to the ideas of others and the ability to engage with them. And
o this, we need to be able to read freely and then think privately about
we've read in our own time. In the past, access to ideas has come prin-
Ity from print media—newsstands, bookstores, and libraries, bur also
m public speeches and performances, television, and radio. However,
to ideas is now increasingly digital—using computers, tablets, and
phones to access search engines, websites, social networks, and to
‘exts, emails, and instant messages.

¢n access to knowledge isn’t by itself enough. We need places and

up by clever people sicting alone in cheir offices or walking in the woods

This is the tradition of romantic individualism epitomized by Henry
David Thoreau, who rerreated to Walden Pond to think and ro learn. A

’Fnorﬁaﬁ puc ic, “Iwent to the woods because [ wished o live ﬂclibcratcly
to front only cthe essential facts of life, and see if I could not learn what i
had ro reach, and not, Wi}ﬁn 1 came to die, discover that I had not lived.”
When weare alone, we have time to think, to contemplate, to make sens

of thg-: world and our ‘ﬁeiiefs abom: éz

is {he source of human d f erence, foi icis thc exercise of creativity in
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reflection. Bur to rest or examine ideas, we again turn to other people— xtreme measures—burnings at the stake, lynchings, Selma Bridge—to
ep those destabilizing ideas in check.
Modern First Amendment law has broadly rejected the notion that
fute force can be used to keep dangerous ideas out of public debate.
d this idea has significant social support, We now believe that in a free
sciety, individuals can be rrusted to sort out good ideas from evil ones,
nd that the state cannot keep an idea from the people on the ground that
ey cannot be trusted to handle it. A free society that does not allow its
cople to think for themselves does not seem particularly free. As the
nglo-American philosopher Alexander Meiklejohn pur it, “to be afraid
deas—any idea—is to be unfic for self-government.”
Recall the leading justifications for freedom of speech from chapter
truth, self-government, and autonomy. The generation of new ideas is
ntral to cach of them. Consider the search for rruth rationale first. In
is'famous dissent in Abrams v. United States, Justice Holmes eloquently
pressed the idea that people in a free society cannot be persecuted based
ot the beliefs that they hold or the words that they say:

our friends and confidants, our family and z:oﬂeagues. We rely on these
O»C}E}LC for their frank and confidential assessments of whether we're on to
something, or whether we're crazy.

It’s not just new ideas that get tested this way. When we're trying o

make up our minds about whether we like government policy, a war, a

r_ e 15t DOV‘.E“V Vvﬂ.,!* our intimates,

MOViE, Or EVEn Ouy appearance, We o
be

ji3
We Sﬂg 2 Wi )"1 OUy 3m:sﬁ g‘;O'U_I“‘S srore we are i'f.'Sd’V fies a"xarc ‘VVKH L}]ﬁ

world. We trust thern to keep our halfformed notions and beliefs confi-

denrial and not to share them with others. At the same rime, we also
expect that when we are talking to our confidants, third parries are not

: T [
{istening in or recording what we say. These activities and mpecmmons
£ ard reevaluate onr ideas before they are

atlow us ro discuss, te ady for

est
j ) i -
public exposure. Inte Hectual privacy, then, is the protection of all of these

e
3
R

individual and social processes, so we may, as Brandeis put it in Whitney
have the “freedom to think as | m:l will and to speak as LW@] thiz ﬁ\ ™

If we'se inreresred in the creation of new ideas, we should want
people to experiment with co rroversizl ideas. But chis notion has
not been deeply developed in First Amendment law or theory. First [Wlhen men have realized that rime has upset many fighting faiths,
Amendment cases and scholarship are full of explanarions abourt hey may come to believe even more than they believe the very foun-
ations of their own conduct that the ultimare good desired is better
eached by free trade in ideas—thar the best test of truth is the power
of the thought to get itself accepred in the competition of the market.
- [W]e should be eternally vigilant against attempts ro check the
xpression of opinions that we loathe and believe to be fraught with
leath, unless they so imminently threaten immediate interference
vith che lawful and pressing purposes of the law that an immediace

heck is required to save the country.”

why we allow the expression of large amounts of ofren offensive and
}larmz speech—for instance, because lots of speech enhances the
} srocesses of democratic seipgovﬁmmcm or indi-

yidual autonomy.® By contrast, discussions of free speech have only

rarely addressed che question of how we ensure th at new and inter

should care abour :,Dcai cers having semahang interesting to say. Many o

today’s most cherished ideas were once highly controversial. Consider Th
notion that governments should be elected by the people, or the separa Tolmes believed that free societies must resist the urge to oppress those
0 believe differencly from the majority. Those in power might feel
ain that they are right and that the dissidents are crazy and dangerous,
ing opinions “that we loathe and believe to be fraught with death.”
any sense of moral certainty must be tempered by the indisputable
‘that most firmly held beliefs from the past (“fighting faiths”) have
enrejected and abandoned over the years. Faced with this evidence, we

tacknowledge the doubt that our ideas, too, might be found false or

tion of church and state, or the idea of the a:(;u;dlty of all people unde
law regardless of race, sex, or religion. At various times, believing o
promoting each of chese ideas was to be done at your peril. Think of f chi
thousands of people killed in early modern Europe for believing differ
ently in matrers of faith, or the violent persecution of American civi

rights activists who believed in racial equality. Ideas matrer because the
can be destabilizing, which explains why those in power have resorred ¢
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butincur no legal liability. But imagine further that in this society the
ernment had access to all sorts of information about the reading habits
private communications of individuals. One might imagine the state
igaging in this kind of surveillance to protect intellectual property from
fringement, deter the con sumption of obscenity and child pornography,
‘d prevent acts of crime and rerror. We would have a society in which
was little punishment by the state for spoken words, but heavy intel-
tual surveillance.
y the standards of current law, we would probably say that this was
ighly speech-protective society. A sociery with little legal punishment
harmful speech is speech-protective almost by definition. But in such
ociety, something important is missing, which is intellectual privacy.
llectual privacy marters because it gives new and possibly heretical
as room to develop and grow before they are ready for publication.
tellectual privacy gives us the ability to make up our minds about
ntroversial ideas by oursclves or with a few trusted confidants, free from
ing watched or discovered by others. By contrast, surveillance of
ttial activity deters people from engaging with new ideas and inclines
intellectual explorations to the boring, the bland, and the mainstream.
¢ know that someone is watching and listening, we will be careful with
st what we say but also what we read and even what we chink.
neellectual surveillance gives the warcher grear power over the watched.
en'when what we read or think or say privately might not subject us to
prisonment or Liability, the threat of its disclosure could nevertheless cause
to guard our words or thoughts. A watcher can use the threat of disclo-
to discredir political opponents. Imagine if there were a public critic of
nment policy on race relarions who was subject to pervasive electronic
cillance. By watching what she read and what she said, the government
d not only have an advantage in any debate with chis dissident, but
uld also use the threat of disclosure of her reading habits to keep her
eck. One can imagine such a critic of government policy, if she were
of surveillance, not only being careful of what she said privately to
nfidants but also being careful in what she read and what websites she
d. Without some meaningful guarantec of intellectual privacy, political
o as we understand it could become impossible.

i?wmg;iafe in the fucure. We must let the dissidents believe their beliefs

eir say.’

and have th

'ﬂ”aéf self- govPr \ance and autonomy rationales for free fc;v:prss—sion are
also consistent with a commitment to the generation of new ideas and.
the protection af’f the processes of belief formation. Self-governance theory
Suggests that democratic citizens need a wide variery of perspectives and ‘
information to make the informed decisions that are essential to good -
government. Because it depends upon che informed decisions of the
;15 zensv, the processes of belief formation and decision making are she -
critical f’lees: self-governance, as Brandeis reminded us in Whitney.

More directly, f'w‘ can’t make up our minds frecly and without
constraing or surveillance, self-government is impossible. This is why
democracies psotr:cr the privacy of voring through the secret ballor and

] £ o 3 i .
the voting booth—we makﬁ the decisions of seh-gommance ina private
fe)

i H E o v o . . - ; 1
unmonitored, untracked place. Similarly, the government is forbidden
from freely listening in on private conversations about politics, ot monj

toring the meetings of political groups. Auronomy theory is even easie

to square wich auronomous belief formation—why else would we wan
people to think for themselves or develop their individuality if not to
generate new ideas and new forms of identicy and expression?

Intellectual freedom thus requires more chan just protection from
censorship or punishment for unpopular speech. If we are interested in

F B B - . F2 i
2d of new ideas rhat cause us to revise or displace existing “fightin
” we need to go beyond protecring merely the expression of dissi
as and think about their production. The existing theories of wh

e

o

Ve care a.bour. free expression may not have spoken directly in terms o

production of new ideas and the processes of how they come to b

1
Siiv

I

accepred. But this is because oppressive regimes in the past have caken th
easier step of censoring speech directly racher than the more difficult (an
expenstve) means of moniroring or constraining individual thoughts an
prﬁfmen es. Ba under any theory, the creation and acceptance of nev
ideas are critical to the reasons we protect freedom of expression.
Imagine a society in which there were few if any barriers to the airin
of racist, hureful, or shocking speech. In such a soclety, citizens couI:
speak on virtually any maccer secure from the risk that the content.o
their expression would subject them to imprisonment, criminal fines is “hypothetical” society is arguably very similar to the one we live in

or civil liabiliry. Unpopular or radical speech mighe face social sanction ay. By almost any traditional standard, modern American law is highly
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protective of free spee

A

Phelps case, which protected a horrific funeral protest that caused serious
emotional harm to the family of a deceased soldier.!” More generally,

nmécm z%zr .

- . : i
the horror of {,,Jﬂidili’l or European observers, who helieve thar a free

drsd civiliz
rional harm.”

pu;}lic goed such

is ongoing in the context of cyber hate speech.”* But | would mainrain thae
some commitment to intelleccual privacy is a necessary requirement for

the kinds of democratic freedom that all Western societies aspire to.

The aforementioned surveillance example might sound far-ferched, bue
it is not. For example, concerned that Martin Luther King Jr. was a threat
to public order, the FBI listened in to his private telephone conversations
in order to seck information with which o blackmail him. As the official

government investigation into the King wiretaps concluded in 1976:
<0

Iy

The FBI collecred info

chrough an extensive surveillance program, employing neasly every

ormation about Dr. King’s plans and activities

“ 19 N . 3 s 5
intelligence-garhering tt:c;_mq ue at the Bureau’s disposal. Wirecaps,
ed by Artorney General Robert F. Ken nedy,

which were initially appro
I_‘

were majntained on L{mg’s home telephone from Ocrober 1963
until mid-rg6s; the SCLC headquarter’s relephones were covered by
wirctaps for an even longer period. Phones in the homes and offices
of some of Dr. King's close advisers were also wiretapped. The FBI has
aci{r-;owieciged 16 occasions on which microphones were hidden in Dr.

Ké-ig".g hotel and motel rooms in an “attempt” to obtain information

ut the “private activities of King and his advisers” for use to “com-

By
iy
».

g;lﬁt ly discredic” them.”?

Imagine a

offici

Government als (or polirical opponents) who wanted him silence

ch restrictions by the state. Recall the Snyder v.

rican “ociew is M‘cppsionaﬂy gpecch protective, even b‘f the

nment ca Legniav ,md £Ver Censor S?Cﬁf:i‘i timt is racist or nuﬁ:ful
e United States, such speech is protected, frequently to

i society must protect its citizens from hate speech and other
reainly disagree about the exrent to which

n restrict certain kinds of harmful speech to promote the
conversation has taken place in the United States and

di ssﬁ_em like King living in today’s information ags

OF INTELLECTUAL PRIVACY 103

might be able to obrain not just access to his telephone conversations
it also his reading habits and emails. Our critic could be blackmailed
utright, or he could be discredited by disclosure of the informarion as
iexample to others. Perhaps he has not been having an affair but has
ome other secret. Maybe he is gay, or has a medical condition, or visits
barrassing websites, or has cheated on his expenses or his taxes. All of
ave secrets we would prefer not be made public. Surveillance allows
oOse secrets greater opportunities to come out, and it gives the watchers
ower that can be used nefariously.

Of course, we have laws protecting against some kinds of surveillance
information collection by individuals and the state, such as the federal
ectronic Communicarions Privacy Ace.® But when revelations about
ecret government spying come out, we sometimes lack 2 vocabulary to
xplain why it is wrong. My goal here is to illustrate exactly why we have
hese kinds of laws and the important constitutional values they serve. We
mally justify the protection of thinking, reading, and private commu-
ication under a vague rubric of “privacy,” but as we have seen, privacy
mean many things. Looking at these questions from the perspective
tellectual privacy illuminates not only the importance of these sorts
legal rules but also how they concribute directly to the kinds of polic-

freedom we often rake for granted. It can also point the way toward

inking about how and why we should expand these kinds of protections

ke account of gaps in their coverage and changes in technology.

Il Western societies share a foundational commitment to the freedom

f speech on public matters—a belief that new ideas shonld be aired and

en their say.!® Bur if we are interested in freedom of speech and the

bility to express new and possibly heretical ideas, we should care about

social processes by which these ideas are originated, nurtured, and

eloped. After all, a society that cares about the free exchange of ideas

uld be committed to producing new ideas and not just in shouting the

mie old ones as loudly as possible.

Tow Intellectual Privacy Works

lleccual privacy rests on the intuition that new ideas often develop
t away from che intense scrutiny of public exposure; that people should
le to make up their minds at times and places of their own choosing;
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and chat 2 meaningful guarantee of privacy— protection from surveil- | Nineteen Eighty-Four?® Oxwell famously depicted a society of

lance o IYIZCIfCTEﬁ(‘C~-»b necessary to promote this kind of intellectual il state surveillance, designed to produce not just obedience on the

§ 3 . .o . 3 3 . .
freedom. It rests on the belief that free minds ate the foundation of a free f the people but uniformity of thought. In Orwell's society, it was

sociery, and thar surveillance of the acrivities of belief formartion and idea ust a crime to express dissent against the stare, but a crime to think

4 . 3 T i » e VT2 . .
gﬁﬁamtmq can affect those activities profoundly and for the worse. n idea—a 'hvhoughtcmmc Orwell’s fictional state—personified
“*X/ rivers have long noted the intuition that when we are warched, our. e sinister image of “Big Brother”—achieved its control over the

vior inclines 1o the mainstream, the inoffensive, and the “normal.” ths and minds of its people through old-fashioned methods such as

is the 1;131 it behind 1 jeremy Bentham’s famous if:}gg@ of the ﬂ.iIlfOUHCES and a secret POEICC, but also through the Ecchnoiogy

i3 3 = .o - . .
Panopticon, a wf‘,lla,z prison designed around a central surveillance towe “telescreen.” This omnipresent tool operated like a videoconfer-

that could see into all of the cells in such a way as to create a sense o ng device—broadcasting propaganda ontward, but also monitoring

permansn‘r' surveillance on the part of the prisoners.” The wardens could hat happened within view of its cameras. Orwell describes the

warch any prisoner at any time, but each individual prisoner had no ide ation of the telescreens as experienced by his protagonist, Winston

when or even if he was E}cmg watched. The purpose of this arrangemen h; as follows:

was to create an environment of permanent surveillance in the mind

i’ hg pusonefg 5C ?;bg}/* Wouiq ,}&hgvc in i'hg manner {:hgt th ng;dﬁn 'e'tﬁlﬁscrcen EGC&iVCd EU‘Ld transmizted simuitaneousiy. Any sound

o;
desired at Winston made, above the level of a very low whisper, would be
desired. }

Bentham’s invention was famonsly explored by French philosophe cked up by it, moreover, so long as he remained within the field of

Michel Foncault, who dramatically described the Panopricon as follows: sion which the metal plaque commanded, he could be seen as well

eard. There was of course no way of knowing whether you were

We know the principle: at che periphery, an annular building; at the ng watched at any given moment. How often, or on what system,

cenrer, a tower. . .. All that is needed, then, is to place a supervisor in Thought Police plugged in on any individual wire was guesswork.
2 central tower and to confine in each cell 2 madman, someone sick, as even conceivable that they watched everybody all che time. Bue

someone condemned, a worker, or a schoolboy. By the effect of back- ny rate they could plug in your wire whenever they wanted to. You

lighting, one can observe from the tower, standing out precisely against d to live—did live, from habit that became instinct—in the assump-

the light, the small captive silhouettes in the cells of the periphery. that every sound you made was overheard, and, except in darkness,

. s . . ¢ ) el 21
They are like so many cages, so many small theatres, in which each y movement scrusinized.

v is alone, perfectly individualized and constantly visible.”
minating any vestige of intellectual privacy in this and other ways,

vin " e o Erriom .
The Pa nopricen ’s purpose was to change behavior; those in the ceii other sought—successtully in Orwell’s work of fiction—to shrink

- , 1 211, s
were aware that they could be watched at any one time. This was a calcu doms of thought and speech through surveillance, and to elimi-

lated design feature intended to create the sense of pervasive surveillance a ny possibility of intellectual or political freedom for the people
any time. As Bentham himself puc it, “[tthe fundamental advantage of the ex its sway.

Panopticon is so evident that one is in danger of obscuring it in the desi -commitment to intellectual freedom outlined here is a moral
to prove it. To be incessantly under the eyes of the inspector is 1o lose i hat we should protect intellecrual freedom and intellectual privacy
effect the power to do evil and almost the thought of wanting to do ic.”

The most striking illustrarion of the Panopricon in Western cultu

is George Orwell’s description of the mechanics of surveillance in hi;

use they are necessary elements of a good and free society. But my
about surveillance chilling intellectual experimentation contains
al assertion as well—thar intellectual surveillance deprives people
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¢ che privacy they need to make up their minds antonomously. When Crimes and frauds are one thing. But questions of civil liberties, of speech
Of the privacy they nd thought, are quite another. When the tools of criminal deterrence
flect civil liberties, we need to treat them with care. Like other Western
Societies, we have made a commitment to civil liberties that requires us to
keep the state out of such matrers. We allow the state to watch us when we
ight be speeding, but not when we might be voring against the party in
wrer. Surveillance and observation are powerful tools. Buc their power
quires us as a society to keep them within carefully circumscribed limits,
: specially away from our most cherished civil liberties.
irst Amendment law reflects this insight. We let the state regulate the
ntent of nutritional fabels on cereal, bur not the editorials in newspapers
he placards of protestors. One of the basic elements of First Amendment
the idea that when people are subject to punishment for speaking,
ere is a “chilling effect” on the exercise of their constitutional right to
expression. In First Amendment freedom of speech cases, courts rarely
uire proof of a chilling effect. For example, in Hustler Magazine v.
lwel], Chief Justice Rehnguist, writing for the Courr, accepred without
oof the idea that a civil liability rule for journalists would have a chilling
t, even when the journalists were not relling the truch.® The lare
t Justice was not usually a defender of a robust First Amendment.
ertheless, even he rreated it as a given that “a rule that would impose
v liability on a publisher for false factual assertions would have an
oubted ‘chilling’ effect on speech relating to public figures that does
constitutional value”” If I am correct that free thinking and free
dingare critical to the exercise of First Amendment rights, then it would
ally follow that government surveillance causing a chill to intellec-
xperimentation would viclate the First Amendment. The law on this
is currently unclear, though a few courts have suggested something
g these lines.” But if we think thar surveillance by companies or other
dte actors would affect our reading and thinking as well, then we should
ncerned abour a threar to our culture of free speech, even if the First
idmenc does not apply as a formal matter.
eping out those who would monitor our reading and private commu-
ons is essential if we want to generate new ideas, a fact our law has
ecognized in subtle and sometimes underappreciated ways. Timothy

lem has argued that “[t]he isolating shield of privacy enables people

; 1 . o
) o o ciop and exchange ideas, or to foster and share activities, thar the
check; that sunlight is the best of disinfectants. p . , |

" i 7 warch is i injury 1o our
ouir insellectual activicies are ses:retiy watched, chis is af? inj ; :
il ' ' ; i uaj expert-
civil liberties, but my argument that the processes of intellect p

i anie » 1LY : ' - (

i $iof formation are dererred and affected for the worse
mentarion and belief formation are de oo ors
by surveil ' i i / - (1) the subiects
by surveillance depends upon (1) subjects being watched; (2) the s H}

i i i pel 3 ' i ) o
k ring or fearing that they are being watched; and (3) the surveillance
knowing or fearing t b . watched
using a disruption in their intellectual activities.
s ) Id bvi : illance chills and deters

At one level, it would seem obvious that surveiliar : ‘

- thoughe. read cati 's is the long-standin
free thought, reading, and communications. This is the long-standing
free 0gNL, s ons - ‘ gt
insight of Bentham, Foucauls, and Orwell. Bue there is other mtz:gc;t E g
i & ; 1 - B ] Cy R oward the
evidence chat people under surveillance change their Dehavzora towa :

ary and the £ vears, a b ning:

dinarv and the inoffensive. Over the last rwenty yeass, a :}u:gco" g
ordinary and e . tudies” in sociology and other fields
academic literature of “surveillance studies” in s )

Fect of surveillance on a wide variet
has actempted to document the effect of surveillance ona wide xg e z
1as abicik X A e ‘
‘ ) } i int ' work.
of human activities.?? Although the starting point for this body o otk
i kB i iYL NN > . ‘ ' E B od
has been the classic image of the Panopticon, this literasure nasﬂ exp
" ¥ N 3 o e .
i |t rmalizing eff f surveillance in a wide variety
and illustrared the normalizing effects of s i o
i holars ha died the effects on bebavior from (for
of settings. These scholars have studied the o
ample) s 3 ipi (| LCOVELD
example) stare monitoring of welfare recipients and che use of uril e ;
Solicing levisi % i blic places,
olicing and closed-circuir relevision systems to deter sex in public p ,
D i ime | 23 Other scholars have documented
blic urination, and crime in general  Other scholar
public urination, anda crim q : e cocumene:
i’ne cffects and the implications of eleccronic and other forms of
1 L8 £ oL AR . > _ .
; iy | i ety.”* eri-
surveillance” in our increasingly information-based society.”* One tzx.pb ‘
ment { that v f ¥ i ak €51y DOX
ment revealed that workers put more money ina break room honb ﬁ :
25 recr ben ¢ i s o
as requested by a sign when the background of the sign had eyeba
Fd SN R i
£.25 When we feel we are being warched, we act differencly. _—
ibs Y ] ‘ ‘ » ) . i h S c
OFf course, the normalizing effects of surveillance can sometime
L H > AR 4. ,
! 4 ice i i oura
good thing—one of the reasons we have police in uniform is to enc
i & i1 - : ) ) . in :‘
people to obey the law and stop them from speeding or elx;g ging
i r havi s well as unpo
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Search Subpoena

cate them ro take rhese viral processes into account.

Justice Department’s subpoena was straightforward enough. It
cted Google to disclose to the U.S. governmenc every search query
at-had been entered into its search engine for a two-month period,
to disclose every Internec address that could be accessed from
search engine. Google refused to comply. And so on Wednesday
ﬁary 18, 2006, the Department of Justice filed a court motion in
ifornia, secking an order that would force Google to comply with
ilar request—a random sample of a million URLs from its search
ne darabase, along with the text of every “search string entered onto
gle’s search engine over a one-week period.™ The Justice Department
nterested in how many Internet users were looking for pornog-
hy, and it thought that analyzing the search queries of ordinary
net users was the best way to figure this out. Google, which had
ercent marker share at the time,” was not the only search engine
cceive the subpoena. The Justice Department also requested search
ds from AOL, Yahoo!, and Microsoft. Only Google declined the

I request and opposed it, which is the only reason we are aware

The Elements of Intellectual Privacy
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freedom of though ¢ and belief is the core of a free society, deveiopLig o=
‘ and ‘ons sequires access to the ideas of others. So that
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e government’s request for massive amounts of search history
rdinary users requires some explanation. It has to do with the
government's interest in online pornography, which has a
story, at least in Internet time. In 1995 Time Magazine ran its
us “Cyberporn” cover, depicting a shocked young boy staring
compurer monitor, his eyes wide, his mouth agape, and his
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